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Abstract. The rapid integration of generative artificial intelligence into
software platforms, decision-support systems, information retrieval environments
and autonomous applications has created a new class of engineering challenges. In
addition to conventional software vulnerabilities, generative AI systems may
produce factually incorrect information, follow maliciously injected
instructions, reveal sensitive data, generate unsafe content or initiate
unintended actions when connected to external tools. These characteristics make
security and reliability inseparable requirements rather than independent design
objectives. This article examines contemporary engineering approaches for
improving the security and reliability of generative AI systems, with particular
emphasis on large language model-based applications. The study adopts an
engineering-oriented analytical review of recent research published mainly between
2024 and 2026. Prompt injection, jailbreaking, hallucination, excessive refusal,
information leakage, unsafe tool use and component-level vulnerabilities are
considered as major risk categories. A multilayer protection architecture is
proposed that combines input validation, contextual separation, prompt-injection
detection, model-level safety mechanisms, retrieval-based grounding, output
verification, runtime action control, logging and continuous adversarial testing.
Particular attention is paid to the trade-off between security and usefulness,
since excessively restrictive guardrails can reduce the functional wvalue of an
otherwise safe system. A practical evaluation framework based on attack success
rate, factual consistency, false refusal rate, utility retention, latency and
auditability is also presented. The article argues that dependable generative AI
cannot be achieved through a single safety filter. 1Instead, security and
reliability should be treated as lifecycle-wide engineering properties supported
by layered controls, continuous measurement and adaptive risk management.
Keywords: generative artificial intelligence, large language models, AI security,
reliability, prompt injection, jailbreak attack, hallucination, guardrails,
trustworthy AI, runtime safety.

Introduction. Generative artificial intelligence has
moved from experimental language generation toward
integration with software applications, enterprise
information systems, search environments, programming tools
and autonomous agents. This transition changes the nature of
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the engineering problem. A stand-alone model that produces an
inaccurate sentence may create an information-quality
problem; the same model connected to databases, APIs, file
systems or executable tools may transform an inaccurate
interpretation into an operational security incident.

Traditional software engineering assumes that instructions
and data can normally be separated by clearly defined syntax,
interfaces and privilege boundaries. Large language models
complicate this assumption because Dboth instructions and
external information are often represented in the same natural-
language context. An apparently ordinary document, web page or
retrieved database entry may therefore contain text that
attempts to alter the behavior of the model. Recent work
consequently treats prompt injection and jailbreaking not simply
as undesirable model behavior, but as practical security
problems affecting LLM-integrated systems [4].

Reliability presents a second challenge. Generative
models can produce fluent and structurally convincing
responses even when the underlying information is incomplete
or 1incorrect. Hallucination 1is therefore particularly
problematic in applications where users may interpret
linguistic confidence as factual certainty. Production-
oriented studies published in 2025 continue to identify
hallucination detection and correction as essential
requirements for dependable deployment [1].

Security mechanisms themselves can also introduce
failure. A system designed to block every suspicious pattern
may refuse legitimate requests, reducing usefulness and
creating what 1s often described as over-defense. Recent
prompt-injection research shows that protection must
therefore be evaluated not only according to how many attacks
are blocked, but also according to how accurately legitimate
inputs are preserved [2-4]. These observations indicate that
generative AI security cannot be reduced to a single
moderation layer. The problem is better understood as an
engineering assurance problem involving the model,
application architecture, external data, tools, monitoring
mechanisms and human oversight.The purpose of this article is
therefore to examine recent approaches to generative AI
security and reliability and to develop an integrated
engineering framework for their practical application.

2. Research Approach. This study applies an engineering-
oriented review of recent literature published mainly between
2024 and 2026. The analysis focuses on prompt injection,
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Jjailbreak defense, hallucination mitigation, safety
mechanisms, model-level protection and runtime control. The
NIST Generative AI Risk Management Framework was also
considered, particularly its recommendations related to
governance, testing, content  provenance and incident
management [5]. The reviewed approaches were grouped into six
areas: input protection, model-level security, grounding and
verification, runtime and tool-use control, monitoring and
incident response, and continuous adversarial evaluation.

3. Major Security and Reliability Risks. Generative AI
systems face several key security and reliability risks.
Prompt injection can manipulate a model by inserting malicious
instructions, especially 1in retrieval-based and agentic
systems [6]. Jailbreak attacks attempt to bypass built-in
safety mechanisms, demonstrating that guardrails alone cannot
provide complete protection. Hallucinations may lead to
unsupported or inaccurate outputs, requiring grounding and
response verification [7-10]. Data leakage and component
risks may arise from external models, APIs, databases and
third-party software, making access control and secure
integration essential. At the same time, overly restrictive
safety mechanisms may reject legitimate requests. Therefore,
effective AI security should balance protection, reliability
and system utility [9].

4. Engineering Approaches to Security and Reliability.
The security and reliability of generative AI systems can be
improved through a combination of input wvalidation, trust
classification and clear separation between instructions and
external data. Layered guardrails, including input filters,
prompt-injection detection, model-level safety mechanisms and
output verification, provide stronger protection than a
single control. Reliability can also be increased by grounding
responses in trusted sources and verifying generated content
before release. For AI agents capable of performing external
actions, runtime authorization is essential, since generated
decisions should not automatically be executed without
additional control.

5. Risk-Control Matrix. Generative AI risks require
different safeguards; therefore, effective protection depends
on combining specialized controls rather than relying on a
single defense mechanism.
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Table 1.

Compact risk-control framework for generative AI systems

Risk Typical failure Main control Metric
Malici T
Prompt .a 101ou§ rust. . . Attack
. . instructions alter | classification and
injection . ) ) Success Rate
model behavior prompt filtering
Safety Safety <classifiers .
Jailbreak restrictions are | and model-level Jailbreak
) Success Rate
bypassed protection
. Factual
. . Unsupported or | RAG and evidence a pa
Hallucination | | e . Consistency
incorrect output verification
Rate
Sensitive Access control and
Data leakage information is } Leakage Rate
output scanning
exposed

Unsafe /
over—
restricted
behavior

Harmful actions or
unnecessary
refusals

Runtime
authorization and
balanced guardrails

Unsafe Action
/ False
Refusal Rate

6. Evaluation of Security and Reliability. The security
and reliability of generative AI systems can be assessed
through several complementary indicators. Attack Success Rate
(ASR) measures resistance to malicious attacks, False Refusal
Rate (FRR) reflects wunnecessary rejection of legitimate
requests, Factual Consistency Rate (FCR) evaluates the
accuracy of generated information, and Utility Retention (UR)
shows whether safety mechanisms preserve normal system
performance. Operational factors such as latency, cost, false
detections, human intervention and auditability should also
be considered. For integrated assessment, this study proposes
the Generative AI Assurance Index (GAI-AT):

GAI-AI = wq(1 - ASR) + wyFCR + w3UR + w4AC

where AC represents audit coverage. The index combines
security, reliability, usability and auditability in a single
evaluation framework, while allowing the weights to be
adjusted according to application requirements.

7. Discussion. Recent research shows a shift from model-
centered safety toward system-level assurance in generative
ATI. Security depends not only on the model itself, but also
on 1its interaction with external data, tools, users and
application components. Since jailbreak and prompt-injection
techniques continue to evolve, static protection is
insufficient and should be supported by continuous testing,
monitoring and control wupdates. The proposed L-GAISRA
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architecture addresses this challenge through layered
protection that balances security with system usability.

Key
hallucination,

Conclusion. Generative AI systems require security and
reliability to be treated as core engineering requirements.
risks such as prompt injection, 3Jjailbreak attacks,

data leakage and unsafe tool use cannot be
addressed by a single defense mechanism. Therefore,
approach combining input validation,
output verification,

a layered
model-level safeguards,
access control and continuous monitoring

is necessary. The proposed L-GAISRA architecture supports
this approach by integrating multiple protection layers while
maintaining system usability.
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